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1. ITosicHUTEIBLHAA 3ANIUCKA

1.1. Ilenp u 3aga4u AUCHUTLIAHBI

Lenv oucyunnunwl: MOTy4EHNE OCHOBHBIX 3HAHUI 00 MCHOIb30BAaHUU KPUIITOIPAQUUECKUX Me-
TOJIOB JUISA 3alIUTHl HH(OPMAIMK MPH €€ XPaHEHUH, 00paboTKe U AMCTAHIIMOHHOM Tepenave dJieK-

TPOHHBIX TAHHBIX.

3aoauu oucyuniunvl: OBIAACHUE CTYACHTAMU OCHOBHBIMU MOHSATUSMU, MATEMAaTUYECKUMH MO-
JSJIIMA ¥ METOZIaMH COBPEMEHHOM KpUITorpaduu, yMeHHE CTYJACHTaMHU. pPellaTh TUIIOBBIC KPHUIITO-
rpaduueckue 3a1auu; padoTaTh CO CIEIUAIBHON MAaTEMAaTHYECKON JTUTEPATypOid, HCIIOIH30BATh Ma-
TEMaTUYECKHI armapaT Il PEeIICHUs MPHUKIAIHBIX KPUIITOrpapuIecKuX 3ajiad 3aliuThl HHPOpMa-
[IUU B PA3IMYHBIX chepax 4elIoBEUeCKOU ACSITEITbHOCTH.

1.2. ®opmupyemble KOMIETEHIIUN, COOTHECEHHBIE C TUNIAHUPYEMBIMU Pe3yJIbTaTaMUd OOYYEHUs 110

JHCLHIIIHHE
Komnerenuus Nuaukaropbl KOMIeTeHIM A Pe3yabTaThl 00yuyeHus

(Kox 1 HaMEHOBa- (Koa 1 HAMMEHOBaHUE)

HHUE)

VK-2 VK-2.1
Cnocoben  ompene- | CiocoO0eH NPUMEHSITh COOTBETCTBY- YMeTh: peliath TUIIOBBIC KPHII-
JATH KPYr 3alad B | IOMUNA MaTEeMAaTWYSCKUH ammapar Ui | Torpadudeckue 3aqadd 3aiiuThl HH-
paMKax  TIOCTaBJICH- | pelIeHUs MPOPECCHOHABHBIX 3a1a4 dbopmaruy;

HOM 11e7U U BBIOMpATh
ONTUMAJIBHBIE CIIOCO-
Obl MX pelIeHus, uc-
X0Isl U3 JEUCTBYIO-
IIMX IPABOBBIX HOPM,
UMEIOLINXCA  pecyp-
COB ¥ OTpaHU4YECHUI

YK-2.2

CriocobeH uCMonb30BaTh 3HAHUA O
BAOXHEHIINX HOpMax, HMHCTUTYyTaX M
OTpacisAxX IAEHCTBYIOLIErO0 POCCUHCKO-
ro IpaBa JIjs ONPEIENICHHs Kpyra 3a-
Jad U ONTHUMAIBHBIX CIIOCOOOB HX
peuieHus

Bnaners: HaBBEIKAMH HCIIOJIB30-
BaHMS TMMOJOKCHHUIA CTaHIApPTOB B 00-
nmactu  CK3W npu paspabotke,
HaCTPOMKE U IKCIUTyaTaluu

OIIK-9

Cnoco0eH npuMeHsTh
CpeacTBa KpHUIITOIpa-
¢duyeckoil U TexHUYE-
CKOM  3allUTBl HH-
dbopmaruu A pere-
HUS 3a1a4 npodeccu-
OHAJILHOW JIESITEIBHO-
CTH

OIIK-9.1

3HaeT OCHOBHBIE NOHSTUA U 3aJayu
Kpunrorpaguu, MaTeMaTu4eckue Mo-
JIeNd  KpUNTOTpapUUeCKUX CHUCTEM;
crocoObl U CpeJICTBa 3aIIUThl HHPOP-
MalUu OT YTEYKH MO TEXHUYECKUM
KaHaJlaM U KOHTPOJs 3(p(HEKTUBHOCTH
3a1uUThl HHGOpMaluu

3HaTh: MaTEeMaTHYECKUE MOJe-
JU KOJUPOBaHUSI CUCTEM HH{QOpMa-
UM, CHOCOOBI M CpeACTBA 3allUThI
nH(pOpMaLlUU OT YTEUKH IO TEXHHU-
YeCKMM KaHajlaM M KOHTpOJs 3¢-
(eKTUBHOCTH 3aIIUThI UH(pOpMaLUH

OIIK-9.2

YMeeT NpUMEHSTh MaTeMaTHYECKHe
Mojaeau Jis oneHku crorkoctn CK3U
W HCIOJh30BaTh B aBTOMATH3UPOBAH-
HBIX CHUCTEMax; MO0JIb30BaThCsl HOpMa-
TUBHBIMH JIOKYMEHTaMH B 00JacTH
TEXHUYECKOH 3alIUThl HHPOpMAIHH

YMeTh: MpUMEHSTh TeopeTHuye-
cKMe 3HaHus mpu pazpadbotke OPJI;
MPUMEHSTh HMH(DOPMAIIMOHHBIE TEX-
HOJIOTHH ISl TIONCKAa U 00paboTKH
uH(pOpMallMK; MPUMEHITh MaTeMa-
THYECKHUE MOJIEIN IS OIEHKU CTOM-
koctu CK3U

OIIK-9.3

Brnaneer MeromamMm U cpeacTBamMu
KpUNTOrpaguueckod W TEXHUYECKOM
3aIUTHl THGOPMAITIHI

Bnaners: HaBblKaMM — IOHCKA
HY)KHOM HH(pOpManuu B HOPMAaTHB-
HBIX 0a3ax ¥ UCTOYHHMKAX; HaBbIKAMU
AKCIUTyaTallMM  KPUNITOrpapuuecKux




IMPOTOKOJIOB M CXCM, MNOJYYUBIIHUX
[IMPOKOE TMPUMEHEHHE B KavecTBe
HHCTPYMEHTAPHsSI B CHUCTEMax 3JICK-
TPOHHBIX TUIATEKECH M CHCTEM DJICK-
TPOHHOTO JIOKYMEHTO000pOTa

1.3. MecTo AUCHMIUTUHBI B CTPYKTYpE OCHOBHOUM 00pa30BaTeIbHOM MPOTrpaMMBbI

JucnumiarHaa «MeToIpl U CpeAcTBa KpUNTOTpadhUuecKor 3aIuThl HHPOPMAIIMH» OTHOCHTCS K
00s13aTeNIbHOM YacTH 0JI0Ka AUCHUIUIMH Y4eOHOTO IJIaHa.

Jlns OCBOGHMS AMCHUILIMHBI HEOOXOUMBI KOMIIETCHIIUH, CHOPMUPOBAHHBIC B XOJ€ M3YUCHHS
crenyonmx aucuumiug: «Teopust mHGOpMALTUN.

B pesynbrate 0CBOCHHS TUCHUILUIMHBI (POPMHUPYIOTCS KOMIIETEHIINN, HEOOXOAUMBIE ISl H3yde-
HUs CIICAYIOINUX JUCHUIIIMH U MMPOXOKACHUA IMTPAKTUK: ((HpeIII[I/IHJIOMHaH IIPAKTHUKA».

2. CTpyKTYypa QM CHUIITHHBI

OO01mast TpyA0eMKOCTh JUCIUIIINHBI COCTABISACT 3 3aueTHbIe equHuIbl, 108 yacoB

CTpyKTypa AMCIMILIMHBI JIs1 04HOH GopMbl 00yUeHust

O0beM aucHUIUIMHBL B (popMe KOHTAKTHOM paboThl 00y4aroIuXcsl ¢ NeJarornueckuMu padbor-
HUKaMU U (UJIM) JIMLIaMH, [IPUBJIEKAEMbIMU K peaju3alliy 00pa3oBaTeNbHOM MPOrpaMMbl HA MHBIX
YCIIOBUSX, NP IPOBEACHUH YUE€OHbBIX 3aHATHI:

Cemectp | Tun yueOHBIX 3aHATHI KonmnuectBo
4acoB
6 Jlexuun 28
6 [TpakTHYeckue 3aHsTHS 32
Bcero: 60

O0beM TUCIHIIIMHEI B (popMe caMOCTOSTENTbHON pabOThl 00yJaromuXcs cocTaBisier 48
aKaJeMUYECKHX YacoB.

3. Copepikanue IUCHUNITHHBI

Ne | HammenoBanme pasgena qucuu- | Conepxanmne
TJIMHBI
1 | BBeneHue B IMCHUILIUHY OO61ue nosoxxeHus: Kpunronoruu. basossie kpumn-

Torpaduyeckue TepMHUHbI, TOHATUS U ONPEAEIICHNUS.
Krnaccuueckast 1 MaTemaTiueckasi Kpunrorpagusi.
CroliKoCTh KpuUnTOrpapuueckux cxeM (Hehop-
MaJIbHOE BBEJICHHUE).

2 | Ucropus kpuntorpadpumn Opa nonayunoi kpunrorpaduu. [lndp «Cuuramsy,
umdpsr Llesaps, [Tommbus, Tpuremus, Kapnano,
[optel, Buxxenepa, 601b11101 U Masblil mudp
Hamnoneona. ®opMbl BU3aHTUHCKON TaHHOIIUCH.
Hpeuepycckue mmdpsl «Ilepmckas a3doykay,
«IIpocras n mynpas nuropes», «®uoTe 1 XBUOTHY,
«Yronkn», «Tapabapuimnay. Hludp Beprnama.
HIudpoanbubie MamuHbl «Lorenz» u «Enigmay.

3 | ba3oBble kpunTorpagpuyeckne Kpunrocucremsl ¢ CEKpETHBIM KJIFOYOM, aTakH Ha




6

MeTO/bI U CXeMbl Kpunrorpagu-
YecKoi 3amuThl HHGOpMAUHN

KPUIITOCUCTEMBI C CEKPETHBIM Kir04oM. Kpunrocu-
CTEMBI C OTKPBITHIM KJIFOUOM, OTKPBITOE pacrpee-
nenwne kmouei [uddu-Xemmvana, ataku Ha KpHUII-
TOCHCTEMBI C OTKPBITHIM KITtoUoM. TeopeTnueckas u
IIpaKTU4€eCcKasi CTOMKOCTb KpunrocucreM. Cxembl
3JeKTpOHHOU noanucH. Kpunrorpaduyecku cToi-
KHe X3I-()yHKIMKA. MeTo bl TOUCKA KOJUTU3HMA.
DneMEeHTHI TEOPUH BHIYUCIUTEIBHON CIIOKHOCTH.
OnnocropoHHKE PYHKIUHU U (PYHKIIMH C CEKPETOM.
[IceBnocnyuaiinbie reHepatopbl. THTepakTUBHbBIE
CUCTEMBI J10Ka3aTeIbCTB U MHTEPAKTUBHBIE CUCTE-
MBI JI0Ka3aTeIbCTB C HYJIEBBIM pasrilallieHUEM.
CxeMbl ¢ COKPBITHEM CBUJIETENILCTBA U C HEPA3IIU-
YUMBIMU CBUETENHCTBAMU. CXeMbl BEPOSATHOCTHO-
ro HHUQppPOBaHUS.

PasHoBuIHOCTH cXeM 3IeKTpoHHOMU nmoamnucu. Cxe-
MBI KOH(QHUICHIINATBHON moanucu. CXeMbl TPYIIIO-
Bo# moanucu. CxeMbl MynbTUnoanucu. Cxemsl 3a-
TeMHEHHOU noanucu. CXxeMbl MOAMKUCH JUIsl UHTE-
JEKTyallbHbIX KapToueK. CXeMbl OMUCH BUIA
«od-naitn/oH-naniH». (N,t)-MOPOroBbIe CXEMbI O/
nucu. [Iponienypsl apouTpaxka B cxemax 3JIeKTPOH-
HOM noanucH. [IpakTuueckue cxeMbl HHTEPAKTUB-
HOI ayTeHTHU)HUKAIUH.

Kpunrorpadguyeckne mpoToKoJbl

OCHOBBI TEOPUH KPUNTOTPAPUUECKHX TPOTOKOJIOB.
CaoiicTBa 1 OCHOBHBIE ITapaMeTpbl Kpunrorpagpuye-
CKUX IpoTOKoJIOB. Kitaccudukanus oCHOBHBIX BU-
JIOB aTak Ha KpunTorpaduyeckre mpoTOKOJIbL.
[IpoTtokons! ayrenTudukanmuu. TpeboBaHus K mpo-
ToKoJIaM ayTeHTHUuKauuu. [laponbHas ayrentudu-
Kauus (MPOTOKOJBI ¢ (PUKCUPOBAHHBIMH MAPOJISIMHU,
MIPOTOKOJIBI C OIHOPA30BbIMH MapoiisiMu). [IpoToko-
JIbI THIIA «3aMPOC — OTBET» (OJJHOCTOPOHHSIS AyTEH-
TU(UKaLMsI, OCHOBaHHAsl HA METKE BPEMEHH, OJTHO-
CTOPOHHSISI ayTEHTU(PHKALMS C UCTIOJIb30BaHHEM
CIIy4alHbIX YHMCEJl, MPOTOKOJbI C UCTIOIb30BaHUEM
ACMMMETPUYHBIX KPUIITOCUCTEM, IIPOTOKOJIBI C UC-
I0JIb30BAHUEM JIEKTPOHHOMN noanucH). [TpoTokossl
ayTeHTU(UKALMY, OCHOBAaHHBIE HA UCIIOIb30BaHUU
MHTEPAKTUBHBIX CUCTEM JI0Ka3aTEIbCTB C HYJIEBBIM
pasrialeHueM 3HaHUs.

[Iporokoinbl pacnpenenenus kioueil. Chepsl npu-
MEHEHUS IIPOTOKOJIOB PaCHpPEEIICHUs KIIIOUEH.
Krnaccudukanus npoTokooB pacpeeeHus KIo-
yeil. [IpoToKkoJIbl, OCHOBaHHBIE HA KPUIITOCHCTEMAX
C ceKpeTHbIM Ki1touoM. [IpoTokosnsl pacnpenenenus
KJIFOUEH, OCHOBAHHBIX Ha KPUITOCUCTEMAX C OTKPBI-
THIM KIJIFOUOM.

[IpoTokobl 06pa3zoBaHus 3aIIUIICHHBIX KaHAJIOB
nepenayu JaHHbIX. OCHOBHBIE HCIOJIb3YEMbIE Ha
IIPaKTUKE METO/Ibl OpraHU3aMH 3aIIHUIIEHHBIX Ka-
HaJIOB TIepeiauu JaHHBIX. | mOpuHbIE CXeMBbl mud-
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poBanusi. [IpoToKoIBI, OTHOBPEMEHHO OOECTIeU -
Barole KOHPUIACHIINATHLHOCTD U AyTEHTHYHOCTb
uHpOpMaInu.

bankoBckue kpunrorpapuieckie npoTOKONIbI.
ONEKTPOHHBIE MOHETHI U IEPEBOIUMBIE 3JIEKTPOH-
HBIE MOHETBI. DJIEKTPOHHBIA OyMaKHUK. DJICKTPOH-
HBIE [IJIATEXKU.

[IpoTokosibl KOHPUAEHIUATBHBIX BHIYUCICHUN U
KOH(HUICHIINATILHOTO BEIYUCICHNUS ()YHKIIUH.

HopmaTtuBHbIe aKThI, perjiaMmeH-
THPYIOLIHE AeITeIbHOCTh B 00-
JIACTH KpUNTOrpau4ecKoi 3a-
mUThHl UHGOpMAUK

®enepanbublie 3akoHbBI «O0 HHPOpMaIUK, WH-
(hopMalMOHHBIX TEXHOJOTHSIX U O 3allUTe UH-
dhopmaruny, «O MepcoHaTbHBIX TaHHBIXY», «O0
ANEKTPOHHOU noanucu», «O TEXHUYECKOM peryiiu-
POBaHUY.

[Tocranosnenue [IpaButenscrBa Poccuiickoi
®eneparun ot 23 centsaops 2002 roga Ne691 «O6
YTBEPKJACHUHU TMOJIOKEHUN O JTUIICH3UPOBAHUU OT-
JIeTTbHBIX BUJIOB JICSITEIBHOCTH, CBSI3aHHBIX C MHUQ-
POBAIBHBIMH (KPUNITOTPAQUUECKUMH) CPEICTBAMI.
[Tonoxxenue o pazpaboTke, NPOU3BOACTBE, peanu3a-
MU ¥ 9KCIUTyaTaluy MHU(ppOBaIbHBIX (KPUITOTPa-
¢budeckux) cpeacts 3ammThl nHopMmanmn (ITomo-
xenue [1K3-2005), yrB. [Ipukazom Jupextopa ®Ch
Poccuu ot 09 despans 2005 roma Ne66.

OrteuectBennbie (kpuntorpaduueckue) 'OC-
ThI: TOCT 28147-89, TOCT P 34.10-2012, TOCT
P 34.11-2012, TOCT P 34.12-2015 u T'OCT P
34.13-2015.

CpeacTBa u ycJayru B 00J1acTu
KpUNTOrpagu4ecKou 3alUThl
nHopManuu, npeacTaBjieHHbIe
HA 0TeYeCTBEHHOM pPbIHKE

Opranu3zanuu, OCyIeCTBISIOUINE e TENb-
HOCTB B 00JIaCTH KpUNTOrpaguueckon 3aluThl HH-
dbopmarumu.

JInneiika nponykros «Kpunrtollpo». JInneiika
npoayktoB «SecretDisk». 3amuiennbit aboHEeHT-
CKUU MyHKT cucTeMbl «Atnacy (u3nenue M-468P).
Pemenust ®I'YII «HTL «Atnac» mo co3manuto 3a-
HIMIeHHbIX (10 knacca AK3) aBToMaTH3MPOBAHHBIX
cucreM Ha mardopme Maiikpocopt. CK3U
«Kpunto B/I». [lpyrue npoaykTel ¥ yciayru B o0na-
CTH KpUINITOTpaduiecKor 3auThl UHPOPMAIUH.

4. O6pa3oBaTe/ibHbIE TEXHOJIOTHH

[Ipu peanuzanuu padoueld mporpaMMbl TUCHUIUIMHBI «KpunTorpaguueckrue MeToJbl 3alllUThI

I/IH(I)OpMaI_II/II/I» HCIIOJIB3YIOTCA CIICAYIOUINC O6p8.30BaTCJ'IBHBIe TCXHOJIOTHH:

Oo0pa3oBaTte/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBartenbHbIC
HanmeHoBaHMe TeMbl Buabl yueOHBIX 3aHATHH

n/n TeXHOJIOTHH

1 |2 3 4




Ne N Oo0pa3zoBaTenbHbIC
HaumeHoBaHue TeMbl Buabl yueOHbIX 3aHATHH
n/n TeXHOJOTUH
1 |BBeneHue B qUCHUILIUHY Jlexmus 1.1 TpaguunoHHAas ¢ UCMOIB30Ba-
Jlexug 1.2 HHUEM Ipe3eHTaui
CamocrosrenbHas paborta [ToaroroBka K 3aHATHUSIM C UC-
nosib3oBanueM JDbC
2 |Wcropus kpunrorpaduu Jlexnus 2.1 Jlekuusi-nuckyccust
Jlexmus 2.2 TectupoBanue
ITpakTnueckoe 3anstue 1. 3aHsTHSL C UCIIOJIb30BAHUEM
crienuanusupoBannoro 10 — S-
Tools
CamocrosTenpHas padoTta [TonroroBka K 3aHATHUSIM C UC-
nosb3oBanueM DbC
3 |ba3oBsie kpunTorpaduue- Jlexmms 3.1 Jlexuus-nuckyccust
CKH€ METOJbI U cXeMbl kpurl- |Jlekmus 3.2 TectupoBanue
TorpadU4ecKoi 3anuThl UH-
dbopmaruun [TpakTrueckoe
3aHsTHE 2. 3aHATHUS C UCTIOJIH30BAHUEM
crienuanuzupoBanHoro [10 —
Masker
CamocTtosTtenbHas paborta
[TonroroBka K 3aHATHUSIM C UC-
nosb3oBanueM DbC
4  |Kpunrorpagpuueckue nporo- |Jlexuus 4.1 [TpoGnemHuas nexuus
KOJIBI Jlexuus 4.2 TpanuuoHHAs ¢ UCTIOIB30BA-
Jlexuus 4.3 HUEM IpEe3eHTANI
TectupoBanue
IIpakTrHueckue
3aHATHSA 3. 3aHATHUS C UCTIOJIB30BAHUEM
crienpanusupoBanHoro [10 —
VeraCrypt
CamocTrodrenbHas padora
[ToaroroBka K 3aHATUSIM C UC-
nosib3oBaHneM ObC
5 |HopmarusHsble akThl, perna- |Jlekuus 5.1 Jlexuus ¢ pazdopom
MEHTHUPYIOLIUE Jlexuus 5.2 KOHKPETHBIX CUTYallUH
NesITeIbHOCTh B 001aCTH Jlexnus 5.3 TectupoBanue
Kpunrorpaduueckoit
3aIuThl HH(GOPMALIUN [TpakTrueckoe
3aHdaTue 4. 3aHATHS C UCIIOJIb30BaHUEM
cnenuanusuposanHoro I10 —
Kpunro-IIpo
CamocrosrenbHas padoTta
[TonroroBka K 3aHATHUSIM C UC-
nosib3oBanueM DbC
6 |CpenctBa u yciyru Jlexuus 6.1 Jlekuus-nuckyccust
B oOsactu kpunrorpaduue- |Jlexmus 6.2 TectupoBanue
CKOM 3aIUThl HH(pOpPMAIINH,
npescraBieHHble Ha oTeue-  |[IpakTrueckoe




Ne N Oo0pa3zoBaTenbHbIC
HaumeHoBaHue TeMbl Buabl yueOHbIX 3aHATHH
n/n TeXHOJOTUH

CTBEHHOM PBIHKE 3aHATHE O. 3aHATHUS C UCTIOJI30BAHUEM
crenuanuzupoanHoro 1O —
CamocrosrTenbHas paboTta Kpunto-IIpo

[ToaroroBka K 3aHATHUSIM C UC-
nosib3oBanueM JDbC

5. OneHka mJIaHMpPyeMbIX Pe3yJIbTaTOB 00y4YeHHs

5.1. Cucrema oLicHUBaHUS

®opma KOHTPOJIS Makc. K0J1u4ecTBO 0AJJIOB
3a ogny padory Bcero
Texymiuii KOHTPOJIb:
- mecmuposanue (memvi 2-6) 2 bannos 10 6annos
- npakmuyeckue 3a0anus (memol 2-3) 10 bannos 20 bannos
- npakmuyeckue 3a0anus (memol 4-6) 10 bannos 30 6annos
[TpomexyTouHast aTTecTanus - 3a4eT 40 6annos
(Omeemvl na 6onpocwi)
HToro 3a cemectp 100 b6annos

HepequL KOMIIETCHIIUH C YKa3aHHuEM 3TAIlOB UX (1)OpMI/IpOBaHI/IH B IIpoHecCc OCBOCHUA OTUCIUILIN-
HbI TPEACTABJISACTCS B BUAC Ta6JII/IIII>II

No Konmponupyemuoie pazoe- | Koo konmponupyemoit kom- | Haumenosanue oye-
n/n | 16l OucyunIUHbL nemenuyuu HOYHO020 cpedcmea
1. Temsr 1 — 6 OIIK-9.1; OIIK-9.2; OIIK-9.3; | Ompoc
YK-2.1; VK-2.2;
2. [Tpaktuueckue 3ansatust 1 — | OIIK-9.1; OIIK-9.2; OIIK-9.3; | [Tnan mpakTu4eckoro
5 VK-2.1; YK-2.2 3aHATHA

[TorydeHHBI COBOKYIHBIA Pe3y/IbTaT KOHBEPTUPYETCS B TPAIUIIMOHHYIO IITKATY OIEHOK U B IIKATY
oreHoK EBporieiickoii cucTeMsl mepeHoca u HakoruteHust kpeautoB (EuropeanCreditTransferSystem;
nanee — ECTS) B cooTBeTCTBHH C TaOIUIIEH:

100-6annpHast mkana | TpagunnoHHAs IIKaIa kana ECTS
95-100 A

8394 OTJINYHO B

68 — 82 XOpOIIO 3aYTEHO C

56 —67 D

50 55 YIOBJIETBOPUTEIHEHO E

2049 FX

0_19 HEY/IOBJIETBOPUTEIHHO HE 3a4TEHO F

5.2.Kputepun BbICTABICHUSI OLEHKHU MO JUCHUTINHE

Bamwasl/ | OueHka nmo Kputepuu ouleHKH pe3yJbTaTOB 00y4YeHUsI 10 AUCHHUIIIMHE

MIkana | aucuunJIvMHe
ECTS
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Banany/
HIxanaa
ECTS

OneHka mo
JIUCHUILIMHE

KpuTepuu onieHKH pe3yJibTaTOB 00yYeHUs M0 TUCHUTIINHE

100-83/
AB

3a4TCHO

BricraBnsercst 00y4aromemMycsi, €Clid OH TITyOOKO ¥ MPOYHO YCBOMJI TEOPETHYECKUH 1
MIPaKTHYECKUI MaTepHall, MOKET IIPOJEMOHCTPHPOBATD 3TO Ha 3aHATUSX U B XOJI€
MIPOMEKYTOUYHOM aTTecTaluu.

OOyuarommiicst ICYePIBIBAIONIE U JIOTHYECKH CTPOIHO M3/IaraeT y4eOHbIH MaTeprat,
YMEET yBSI3bIBATh TEOPHIO C MIPAKTHKOH, CIPABILIETCS C PEIICHUEM 3aaa4 npodeccro-
HaJIbHOM HAaNPaBICHHOCTH BBICOKOTO YPOBHS CIIOXKHOCTH, IPABIIHLHO 0OOCHOBBIBACT
TIPUHSTBIC PEIICHUS.

CB00O0mHO OpueHTHpPYETCA B yueOHOW U PohecCHOHATBHON JINTepaType.

OueHKa 10 AUCIMIUIMHE BBICTABIISAIOTCS 00yYaronieMycs ¢ y4ETOM pe3yIbTaToB TEKY-
LI U IPOMEKYTOUYHOHN aTTECTalUHU.

Komnerennuu, 3akperuiéHHbIe 32 JUCHUIIIMHON, COPMUPOBAHBI HA YPOBHE — «BBICO-
KUY,

82-68/

3a4TCHO

BricTaBnsieTcs 00yJaromeMycs, €CIi OH 3HACT TCOPETUUCCKUMN U MPAKTUICCKUN MaTe-
puai, TpaMOTHO U 10 CYUIECTBY M3JIaraeT ero Ha 3aHITHAX U B X0JI€ IPOMEKYTOUHOM
aTTecTalliu, He JIOMYCKas CyIeCTBEHHBIX HETOYHOCTEH.

OOyuarommiicss IPaBIIIEHO MPUMEHSIET TCOPETUUCCKUE TTOJIOKEHUS TIPH PEIICHUN
MPAKTHIECCKUX 3a]1a9 POPECCHOHANTBHON HAIIPABICHHOCTH PAa3HOTO YPOBHS CIIOKHO-
CTH, BJIaZiceT HEOOXOIMMBIMH ISl 3TOTO HABBIKAMH M IPHEMaMI.

JlocTaTodHO XOPOIIO OpUEHTHUPYETCA B yueOHOU U TPO(ecCHOHABHOHN INTepaType.
Or1ieHKa IO AWCIUIUTMHE BBICTABILIIOTCS 00yJarOIEeMycsl C YIETOM Pe3yIbTaTOB TEKY-
e U IPOMEXYTOUYHOM aTTeCTaIUH.

Kommnereniyu, 3aKperiéHHbIC 33 TUCIUILIMHON, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
LAY,

67-50/
D,E

3a4TCHO

BricTaBisieTcss 00yJaromeMycs, CiId OH 3HaeT Ha 0a30BOM YPOBHE TEOPSTHICCKHUNA U
MPAaKTUYCCKUI MaTepuall, J0MyCKaeT OTACIbHbIC OMHOKK IIPU €ro U3JI0KCHUH Ha 3a-
HATHUSAX U B XOJIe IPOMEKYTOUHOUN aTTECTAIIMH.

OOy4aroNIMIACs UCIIBITHIBACT OMPECAEHHBIC 3aTPYAHCHHUS B TPUMCHCHUN TEOPETHY C-
CKUX TIOJIOKCHUH TPH PEIICHUH MPAKTUIECKUX 3a7a4d IpodeccHoHAIFHON HalpaBIeH-
HOCTH CTaHAApPTHOTO YPOBHSA CIIOKHOCTH, BIIaJIee€T HEOOXOAUMBIMU JIJIsI 3TOTO 6a30-
BbIMHU HaBBIKAMH U IPUEMAMH.

JeMOoHCTpHpYET NOCTATOYHEIH YPOBEHb 3HAHHS YUEOHOW TUTEPaTyPHI IO TUCITUILIIHE.
Or1eHKa IO AWCIUTUTAHE BBICTABILIIOTCS 00yJarOIEMyCsl C YIETOM Pe3yIbTaTOB TEKY-
e U MPOMEXYTOUHOM aTTeCTallH.

Kommerenmuu, 3akpeniéHHble 3a AUCIUTUTMHON, CPOPMHUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBINN.

49-0/
F,FX

HC 3a4TCHO

BricTaBisieTcs: 00y4aroneMycsi, €Ciid OH He 3HaeT Ha 0a30BOM YPOBHE TEOPETHUCCKUIT
Y TIPaKTUYECKU MaTepua, JOMyCKaeT rpyOble OMMOKHU MPU €T0 U3JI0KESHUH Ha 3aHsI-
TUSAX U B XOJIE€ IPOMEXKYTOUHON aTTECTAIIUH.

OO0yyJaromuiics UCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHNS B IPUMEHEHUN TEOPETHUECKUX
MIOJIO’KEHUH TPU PEIIEHUH MPAKTUIECKUX 3a]1a4 MPOQecCHOHANLHOIN HAIPaBICHHOCTH
CTaHIAPTHOTO YPOBHS CIOKHOCTH, HE BIaJeeT HEOOXOTUMBIMH IS 3TOTO HaBBIKAMH U
TIpUEMaMH.

JdemoHCTpHpYeT pparMeHTapHbIe 3HAHUS YIeOHON JINTEpaTypPhI 10 TUCIIUIUIHHE.
Or1ieHKa IO AUCIUILTAHE BBICTABILIIOTCS 00yJYarOIIEMyCsl C YIETOM Pe3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomMmrmieTeHmny Ha ypoBHE «J0CTATOYHBINY, 3aKPETUIEHHBIC 3 TUCITUTUIMHOM, HE CPOop-
MHPOBAHEI.

5.3. OueHouHbIE cpeacTBa (MaTepUabl) s TEKYIIEro KOHTPOJIS yCIIEBAEMOCTH, IPOMEKYTOUHON
aTTecTaluy 0Oy4aroluXcs M0 IUCHUTIINHE

TumnoBele KOHTPOJIbHbIE 33JaHUs WIM MHBIE MaTepualbl, HEOOXOAUMBIE JJIS OLEHKH 3HAHUH,
YMEHHM, HaBBIKOB U (UJIM) OMIBITA ACSITEILHOCTU - IPOBEpKa CHOPMUPOBAHHOCTH KomreTeHIui YK-

2, OIIK-9
KoHTpoabHbIe 3a1aHus IIpoBepsiemble
KOMIIETeHIIUH
1.KakoBsl OCHOBHBIE CBOiicTBa  Kpunrorpaduueckoi cucremsl u | OIIK-9.1,
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kpunrorpaduueckoro nporokona? Ilpusenure nmpumepsl npouenyp oomena | OITK-9.2
COOOILIEHUSAMH, KOTOpBIE SABIISAIOTCA payHIamMu U 11araMmu
KPUNTOTpapuuecKux MPOTOKOJIOB.
2. B yeM 3akii04aroTCs CBOMCTBA MOTHOTHI M KOPPEKTHOCTH MHTEpakTuBHOTO | YK-2.1,YK-2.2
JoKa3aTenbcTBa’?
3. B uem oTnMYMe MHTEPAKTUBHBIX CHCTEM J0Ka3aTelbCcTBa C HyNeBbIM pa3- | YK-2.1, OIIK-
IJIAIICHUEM 3HAHHUS OT MHTEPAKTUBHBIX cUcTeM aokasarenbcrBa? Coxpans- | 9.2, YK-2.2
€TCsl JIU CBOWCTBO HYJIEBOI'O PA3IJIalllEHUs IIPU MOCIEA0BATEIbHOM U Iapa-
JICIbHOM BBITIOJIHEHUU TPOTOKOJIOB?
4. Yto moHMMaeETCs 101 KOMIpoMmeTalueld kpunrorpaduaeckoro nporokona? | OITK-9.2,
[TpuBenuTe IpUMEpHI: OIIK-9.3
aTaK M0 U3BECTHBIM KJIHOYaM;
CJIOBApHOM aTaKw.
5. Umeercst cxema oTkpeiToro mmmdposanus RSA. d — cekpernsiii kimou | OITK-9.2,
y4acTHHKA P, € — OTKPBITHIH KIIIOY, COOTBETCTBYIOIIUI 3TOMY cekpeTHoMmy | YK-2.1.VK-2.2
K04y, N — MoAynb cxembl mudpoBanus. P umeer mupprexctC. P xouer
JoKa3aTh V 3HaHHWE CEKPETHOro Kiroda O, HO Tak, 4yToObl V HE y3Hal 3TOT
KJIF0Y, ¥ 4TOOBI OH HE CMOT pacimu@poBaTh KaKOW-IT100 mu@pTeKcT (B TOM
guciie 1 C). Kak 3ro MmoxHO cienats? ([Ipennmoxure mpoToKoN JoKa3aTelb-
CTBa C HYJEBBIM pa3rialleHrueM 3HaHHs.) BeruucnurenbHbie BO3MOXKHOCTH P
u V B mporiecce 0OMeHa MOJIMHOMHAIBHO OTPaHHYCHBI.
6. M3BectHa dhopMyna AHaepceHa onpeIeieH sl JIMHbI TapoJis:
S _ 1 NE L OIIK-9.2, VK-
t7 o T 2.1, YK-2.2
)
rae S BpeMst 6e30macHOCTH (PacKpBITHS) Mapoiis (B TEYSHHE 3TOTO BpeMe-
HU 11apoJib COXPaHseT TailHy);
T — ckopoCTh BBOJIA MApPOJIsi, CAMB./MHUH.
X— IJIMHA apoJisi, CUMB.;
N— MomHOCTh andaBura;
L — 9rcino BBOAMMBIX CUMBOJIOB U JIp. 3HAKOB, HEOOXOIUMBIX Ul HHUIIMATH-
3alMM OMO3HAHUS (MOKET ObITh OOJIbIIE ITMHBI APOJIS).
[Toctpoiite rpaduky 3aBUCUMOCTH BpeMEHHU 0€30MacCHOCTH:
a) PIN-xona;
0) mudpo-andasutHoro napois (pycckuit anpaBur)
OT JUIMHBI TApOJIsi IPU YCIOBUU:
PY4YHOTO BBOJIa CUMBOJIOB Ha KiaBuarype (T=120);
aBTOMATH3UPOBAHHOTO 1moxoopa mapostei (T=1200),
CUMTAasl, YTO YHMCJIO MOMBITOK BBOJA MApOJIsl HE OTPaHUYEHO, a JUId BBOJA Ia-
poJist He0OX0AMMO HabpaTh ero Ha KJIaBUaType M HaXkaTh KiaBuiry <Enter>.
7. TlpoBemuTe cpaBHEHHE TPOTOKOJOB ayTeHTH(HKauu, ocHoBaHHBIX Ha | OITK-9.2,
JI0Ka3aTe’bCcTBAaX C HyNEBbIM pasriameHueM 3HaHus (Puata — Ilamupa, | OIIK-9.3
['nifro-Kuckarepa, llInoppa), no ciaeayronmm napaMmerpam: BoIYUCIUTEIbHON
CJIOKHOCTH IPOTOKOJIA JJIsl TOKA3bIBAIOLIETO U IIPOBEPSIOLIETO, KOJINYECTBY
nepeaaBaeMbIX O0alTOB JTaHHBIX, JOMOJHHUTEIBHON MaMsTH, HeoOxoaumon P
u V. Cnenaiite BBIBOX O CpaBHUTENbHOW 3()()EKTHBHOCTH MPOTOKOJIOB.
(Heo6xoaumble mapamMeTpbl BBIOEPUTE CAMOCTOSITENBHO. )
8. Kak mpeobpazoBate nmpotokos ayreHtudukanuu [IHoppa B cxemy snek- | OIIK-9.2, VK-
TPOHHOW MOAIUCHU? 2.1
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9. Ilpeanonoxum, 4To K JaHHBIM, [IPpEIHAa3HAUYEHHBIM AJs nepenauu B kaHan | OIIK-9.2, VK-
CBSI3U, COTJIACHO TEXHUYECKHUM YCIOBUSAM, OTHPABUTENI0 HeoOxomaumo mpu- | 2.1

MEHHTB: aJITOPUTM OJ0YHOTO MU POBaHUS (KPP CUUTATH HICAUTBHBIM), aJl-
TOPUTM IOMEXOYCTOHYMBOTO KOAMPOBAHUS, AITOPUTM CKaTHsl. B kakoM mo-
psAKe cleyeT NPUMEHSATh 3TU aJIropuTMbl U nouemy? Ha kakom srtane B
cilydyae HeOOXOAMMOCTH HYXXKHO CIE€HEpPHpOBATh JIEKTPOHHYIO MOAMUCH OT-
npasurensa? Mmeer nu 3ta 3aa4a 0JHO3HAYHOE pelieHue?

10. TosicauTe, B KaKuX ciaydasx ajs odecredeHus moaimHHoCcT coobmenuii | OITK-9.2,
HEOOXOAMMO TTPUMEHSATD JICKTPOHHYIO TOJIHKCH, @ B Kakux — X3m-Gyakmuu | OITK-9.3
¢ x1royoM? B gem mpemmyIecTBa U HeJJOCTaTKH KaKI0ro MeTo 1a?

11. lpuBeaute ocHOBHBIC ToNOkeHUs DenepanbHOoro 3akoHa «0O0 amek- | OIIK-9.1,
tporHou noanucu», [OCT P 34.10-2012 u 'OCT P 34.11-2012. Pacckaxu- | OIIK-9.2
Te 00 MPUHIIKUIIAX MCITOJIB30BaHMS, BHIAX M CPEACTBAX JICKTPOHHBIX MOJIH-
ceil, 00 YJOCTOBEPSIOIIUX ICHTPaxX M CepTUPHUKATAX KIOUYCH MPOBEPKH
ANEKTPOHHOM MOJIHCH.

IIpomexyTouHas arTecTanus (KOHTPOJBbHBIE BOMPOCHI) - TPOBEepKa CHOPMHUPOBAHHOCTH
kommetennuii YK-2, OIIK-9

KoHTpoJibHbIe BOPOCHI IIpoBepsiemble
KOMIIETeHIIH U

1. ITyctp (E,D) — cxema cummerpuunoro mudposanus, MAC — kpunrorpadpu- | OIIK-9.2, VK-
yeckas x3m-QyHKIus ¢ kimodoM. [Iycts A u B umeror obmue xmroun: Ky — s | 2.1,YK-2.2
mmmdposanus, Ky — s xom-pyakiun. OHE XOTAT nepeaaTh coo0IneHne M Ta-
KUM 00pa3om, 4ToObI OblIa o0ecredeHa CeKPETHOCTh, 1ETOCTHOCTD U TO/IJTUH-
HOCTb cooOImIeHus. MM mpeioKeHbl CIeIYIOINe CIIOCOOBI BBIMOTHEHUS MPO-
TOKOJIA!

2 M:MAC, (E (M ))

E..(M,MAC, (M ))

0)

5) E (M), MAC, (|v|)1

1 Ex(M).E (MAC,,(M)).

o B (MLmAC, (£ (M)

o) ExlMac, (M)A, (£, (W),

5 B (M, MACKZ (M)) MAC, (M )

n) EKl(M’A), rane A — unentudukarop ormnpaButens (B pacmmdpossiBaet

mUPTEKCT U MPOBEPSET, YTO BTOPAsi 4acTh OTKPBITOTO TEKCTa COBMAAAET C
UIEHTU(HUKATOPOM OTIIPABUTETIS).

s xaxxmoro crnocoba oO0bsICHUTE, 00eCTieurnBaeT Ju OH TpeOyemble CBOMCTBA
(cekpeTHOCTH, LeNOCTHOCTH, NOIMHHOCTH)? Kakue u3 3Tux crnoco6oB mpea-
noururenbHee? Kakue He mpurogusl s ucnoibzoBanus? [louemy?

2. HazoBute n3BectHble Bam pexxumbl paboThl 0704HBIX mH(poB, nmo3Boisio- | OITK-9.1,
e 00eCIeYnTh: OIlK-9.2
TOJIbKO CEKPETHOCTh COOOIICHUH;

TOJBKO TTOATTMHHOCTH COOOIICHHIA;

OJTHOBPEMEHHO CEKPETHOCTb U MOJIMHHOCTh COOOIIICHHI.
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Kakne 3 3THX pEXHMMOB CUYMTAIOTCS JYYIIUMH IO COOTHOIICHHUIO «CTOM-
KOCTB/CKOPOCTBH)»?

3. Kakwme pexumbl amroputmoB mmu¢ppoBanuss ['OCT 28147-89 u DES | OIIK-9.1,
IPEANOYTUTENIbHEE HCIONb30BaTh Ul IMdpoBaHus mosedl 6a3pl ganHHbIX | OIIK-9.2
ABTOMATU3UPOBAHHOW OAHKOBCKOM CHCTEMBI C MHTEJUIEKTYalbHOW KapTOYKOM,
coJepxkalleil CBelAeHUs O KIUEeHTaX (MAEHTH(PUKATOPBI, OTKPBIThIE KIIOUH,

HOMEpa WHTEJUIEKTYyaJbHBIX KapTOYeK, COCTOSHHE CYeTa, OTMeTKa O
BKJIIOYEHUN HHTEUIEKTYalbHbIX KapTO4YEeK B CTOM-IMCT M T.J.), AOCTYI K

KOTOPOM OCYIIECTBIIIETCS B PEKUME pPEaIbHOIO BPEMEHH, U IToUeMy?

4. PaccmaTpuBaercs cxema 3JeKTPOHHOM MOJNHCH ¢ BOCCTaHOBIIeHHMEM co00- | OITK-9.2,
mienust u3 crangapta ISO/IEC 9796. Kakoit makcumanbHol juymnHbI (B Oaiitax) | OITK-9.3
MOJKET OBITh COOOIICHHE, eCii TpeOyeTcs, YTOObI MOANUCh, UMeNa AIuHy 512

O6uTOB?

5. Kakue (pyHKIMHM MOXKET BBIOJHATH IIEHTpP JTOBEpHs B IpoTokosax pacmpe- | OIIK-9.2,
nenenus kimouen? [IpuBenure npumepsl. OI1K-9.3
6. B uem pasHmMIa MexIy MOHATHSIMH: CIIOCOOBI pacmpocTtpaHenus kmoueir u | OIIK-9.1,
MIPOTOKOJIbI pACIPEAEIICHUS KITH0YEi? OI1K-9.2
7. Onmmute cxemy Jl. Yoma co cienyromumu nmapamerpaMu: 6ankHOTH umerot | OITK-9.1,
pasHoe JIOCTOMHCTBO, CyMMa, OIUIayMBaeMasi IpoJaBlly, coctaBiser 7 pyoaeii, | OITK-9.2,
MakcHUMajbHas CyMMa, OIlJlauMBaeMas IOKyTareiaeM, cocTaBisieT 21 pyois. VYK-2.1, YK-2.2
8. [IlpuBemute mnpoTOKON KOH(pUAeHIMANbHO peanmusyemorr omneparun | OIIK-9.2,
YMHOXKCHHsSI NIEPEMEHHOM Ha KOHCTAaHTY C ucmojb3oBanueM (t,n)-moporosoii | OITK-9.3
cxemsl [lamupa.

9. IlpuBeanTe MpUMEpHl peajln3allii CUCTEM 3aIlMIIEHHOTO 3J1eKTpoHHoro jao- | OIIK-9.2,
KYMEHTO000pOTa U 3aIIUIIEHHON AIEKTPOHHON MOYTHI. OIIK-9.3
10. [IpuBeauTe MpUMEPHI peaM3aIii CHCTEM JAWCTAHIIMOHHOTO OaHkoBckoro | OITK-9.1,
00CITy’)KMBaHUs U CUCTEMBI IUIaTexel mo 6GaHKoBcKkuM Kapram. Pacckaxure 06 | OIIK-9.2
ocHOBHbIX nosioskeHusax Crannapra banka Poccun CTO BP UBBC 1.0.

[IpumepHble 3a1aHUA 1J151 TECTHPOBAHUSI- IPOBepKa c()OPMHPOBAHHOCTH KOMIIeTeHUM
2,0IIK-9

1. lnnna kawuya aaropurma DES:

a) 56 oum.
0) 48 our.

B) 512 owr.

2. KpunrocroiikocTh — 3T0:

a) YCTOWYMBOCTD K BHEIIHUM U3TYUCHHSIM. .

0).cnocobrocmb Kpunmozpaghuieckozo aneopumma npomugoCmoAms KpUnmoarHaiusy
B) YCTOMUYMBOCTH K eopManiusim.

6. YueOHO-MeTOANYECKOE U HH(POPMAIIMOHHOE 00ecniedyeHne THCIIHTTHHBI
6.1. CICOK UCTOYHUKOB U JINTEPATYPhI

HcTounuku
OCHOBHBIE
1. ®enepanpubiii 3akoH ot 27 uronst 2006 r. Ne149-®3 «O6 undopmarun, HHPOPMAITMOHHBIX
TEXHOJIOTUSX M O 3ammre HHpopMaruu». [DnekTpoHHBI pecypc]| : Pexum poctyna
http://www.consultant.ru/document/cons_doc LAW 61798/, ceo00oaHbINA. — 3ari. ¢ SKpaHa.
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®enepanbubiit 3ak0H 0T 27 utonsg 2006 r. Nel52-®3 «O nepcoHaNbHBIX JAaHHBIX». [DeK-
TPOHHBIN pecypc] : Pexum JIOCTyTa :
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBob6oaHbBIi. — 3ari. ¢ sKpaHa.
®enepanbhbiil 3akoH oT 6 ampens 2011 r. Ne63-®3 «OO0 251eKTpOHHON HOANUCK». [DIeK-
TPOHHBIN pecypc] : Pexum JIOCTyTa :
http://www.consultant.ru/document/cons_doc LAW 112701/, cBoGoHbIi. — 3ari. ¢ 3KpaHa.
®enepanbubiii 3akoH oT 27 nexkadbps 2002 r. Nel84-D3 «O TeXHUUYECKOM PETYIUPOBAHUN
[DNeKTPOHHBII pecypc] : Pexum J0CTyIa
http://www.consultant.ru/document/cons doc LAW 40241/, ceo6oaHbIiA. — 3ari. ¢ SKpaHa.
[Tpuka3z ®CTIK Poccum ot 29.04.2021 r. Ne 77 [Dnexrponnsiii pecypc] / ®CTOK Poccum.
— Pesxum mocryma : https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-
29-aprelya-2021-g-n-77, cBoOo1HbIN. — 3aril. ¢ SKpaHa.

Jluteparypa
OCHOBHast

. Urnatees, E. b. 3amura nndopmanuu: kpunroanroputmsl xemmuponanus / E. b. Uruatbes.
— Camnkr-IletepOypr : Jlanb, 2023. — 264 c. — ISBN 978-5-507-45962-9. — Tekcr : 211ek-
TPOHHBIN // Jlanp : AJICKTPOHHO-0MOIMOTEYHAS cucrema. — URL:
https://e.lanbook.com/book/311792

. Panees, C. M. MaTtemarnueckue METOJbI 3alIUTHl HHPOPMAIIUN U UX OCHOBBI. COOpHUK 3a-
nmaa / C. M. PaneeB. — Cankrt-Ilerepoypr : Jlans, 2023. — 140 c. — ISBN 978-5-507-

45197-5. — Texkcrt : amekTpoHHbIH // JIaHb : 3nekTpoHHO-OMOMMoTeyHas cucrema. — URL:
https://e.lanbook.com/book/292913

PamneeB, C. M. MatemaTudeckue MeToIbl 3amuThl nHGopmaruu / C. M. PaneeB. — 2-¢ u3n.,
crep. — Cankr-IlerepOypr : Jlanb, 2023. — 544 ¢. — ISBN 978-5-507-47085-3. — Tekcr :
3JICKTPOHHBIN // Jlanb : 3JICKTPOHHO-OMOIMOTEeYHAs cucrema. — URL:

https://e.lanbook.com/book/326153

Kpaxosckuii, 0. M. Metop! 3amutel HHpopMaiun : yuebHoe nocoodue juist By3os / 0. M.
KpaxoBckwmii. — 3-e u3z., nepepadb. — Canxkr-IlerepOypr : Jlanp, 2021. — 236 c. — ISBN
978-5-8114-5632-1. — TexkcrT : 27eKTpOHHBIH // JlaHb : 31eKTpOHHO-OMOINOTEeYHAs cHcTeMa.
— URL: https://e.lanbook.com/book/156401. — Pexxum gocTyma: i aBTOPU3. MOJIb30BaTE-
JeH.

10. EpmakoBa, A. 0. Kpunrorpadpudeckne MeTOnbl 3alIMThl WHPOpPMAMU : y4deOHO-
meroaunyeckoe nocodue / A. 0. EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 ¢. —
Texkct : anexTpoHHbIN //  JlaHp : 2JekTpoHHO-OMOnmoreyHass cucrtema. — URL:

https://e.lanbook.com/book/176563. — Pexum noctymna: 1uist aBTOPU3. MOJIb30BATEICH.
6.2. [lepeueHb pecypcoB HHPOPMALHOHHO-TEJTEKOMMYHUKAIIMOHHOH ceTH «AHTepHET».

HarnonaneHas snexTponHas oudimorexka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponHas 6ubnmorexa wWww.elibrary.ru
Onekrponnas oudauorexa Grebennikon.ruwww.grebennikon.ru
Cambridge University Press

ProQuest Dissertation& Theses Global

SAGE Journals

TaylorandFrancis

JSTOR

6.3. IIpogeccnonanbHbIe 0a3bl JAHHBIX 1 HH(POPMALIMOHHO-CIIPABOYHBIE CHCTEMbI

Joctyn k mpodeccruonanbHbIM 6a3zam maHHbIX: hitps:/liber.rsuh.ru/ru/bases

HupopmalinoHHbIE CIIPABOYHBIE CUCTEMBI:


https://liber.rsuh.ru/ru/bases
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1. Koncynprant Ilntoc
2. Tapant

7. MaTepuajJibHO-TEXHHYECKOE o0ecnevyeHue TUCIMTILTHHbI

Jlis obecnieueHus] AMCUUILIMHBI UCIIOJIB3YETCsl MaTepHalbHO-TEXHUYECKass 0a3a 00pa30BaTEIbHOIO
YUPEKIACHUS:

1) s IEKIUOHHBIX 3aHATUH - yueOHas ayJAUTOPHs, T0CKA, KOMITBIOTEP WK HOYTOYK, TPOEKTOP
(cTauMOHApPHBIN UK IEPEHOCHOI) ISl IEMOHCTPAIMK YY€OHBIX MaTepUAIOB.

Cocrasn IIporpaMmMHOr o obecreyeHus:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

Jlnist IpOBEICHUST 3aHATUN JICKIIMOHHOTO THIA MPEJIaraloTcsl TEMAaTUYSCKUE MIUTFOCTPAIUU B
dopmarte npesenraiuii PowerPoint.

2) JUTsl TIPAKTHYECKUX 3aHATHH — KOMITBIOTEPHBIA KIIACC WJIM JIAOOpATOpHs, T0CKA, MPOCKTOP
(cTarOHApHBINA WK IEPEHOCHOM ), KOMITBIOTEP WIH HOYTOYK JIJIsl TIPENOoIaBaTeIsl, KOMITBIOTEPHI
JUTIST OO YYarOIIMXCA.

CocraB MporpaMMHOI0 0OECTICUECHHUS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
VmwarePlayer 15.5

Process Monitor

Masker

. VeraCrypt

10. S-Tools

11. Hemo-auctpuOytussl CK3U «Kpunto-Ilpo»

CoNoOAEWNE

8. ObecneyeHue 00pa3oBaTeJbLHOIO NMpoIEcca VISl JUI[ ¢ OTPAHUYEHHBIMH BO3MOKHOCTAMHM
310POBbSI

B xoze peanuzanuy IUCHUIIIUHBL UCIIOIB3YIOTCS CIEAYIOLIUE TOIOJHUTEIIBHBIE
METO/]Ibl 00Y4YEeHHMsI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U IPOMEXKYTOUHOM aTTecTaluy 00y4daro-
IIMXCS B 3aBUCUMOCTH OT UX MHMBHIyaIbHBIX 0COOEHHOCTEH:

e IS CHEMNBIX U CIIA00BUISIINX:

— JIeKIH 0(hOPMIISIOTCS B BUE DJIEKTPOHHOTO JOKYMEHTA, IOCTYITHOTO C TOMOIIBI0 KOMITBIOTE-
pa co CrennaIn3upOBaHHBIM IPOTPAMMHBIM 00€CIIEUeHHEM;

— MUChbMEHHBIE 3a[aHHsI BHITTOIHSAIOTCS Ha KOMIIBIOTEPE CO CIIEeHUATN3UPOBAHHBIM IIPOTPAMMHBIM
oOecreYeHreM, WIIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecniedrBaeTcs MHANBUAYAIbHOE paBHOMEpPHOE ocBeneHne He MmeHee 300 Jrokc;
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— ISl BBINIOJIHEHUS 33JaHUs MPU HEOOXOAMMOCTH NPEAOCTABISETCS YBEIWYHMBAIOINIEE YCTPOIi-
CTBO; BO3MOXHO TaK)K€ HCII0JIb30BaHNE COOCTBEHHBIX YBEIMUMBAIOIUX YCTPONUCTB;

— MMChMEHHBIE 3a/1aHUS 0(OPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;

—9K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpPME MIIM BBIMOJHSIOTCS B MUCHBMEHHOW (opme Ha
KOMIIBIOTEPE.

® Ui TIYXHX U CIa0O0CTBIIIAIIHX:

— JIeKUUU 0(hOPMIISIOTCS B BUJE JIEKTPOHHOIO TIOKYMEHTA, 00 MPeaoCTaBIseTCs 3ByKOYCHUIIU-
Baloll[as anmnapaTypa UHAWBHUIYaJIbHOTO 0JIb30BaHUS;

— MMCbMEHHbIE 3a/1aHUS BBIIOIHAIOTCA HAa KOMIIBIOTEPE B MMCBMEHHOM (hopMe;

— 9K3aMEH U 3a4€T MPOBOJAATCS B MUCHbMEHHOW (popMe Ha KOMITBIOTEPE; BO3MOXKHO MPOBEACHUE B
(dbopme TecTUpOBaHUS.

e JUIs JIML C HAPYLIEHUSIMH OIIOPHO-/IBUTaTENILHOTO arnmapara:

— JIeKUuu 0(hOPMIISIFOTCS B BHJIE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOT'O C MTOMOIIBIO KOMITBIOTE-
pa co cHnenUaIn3upOBaHHBIM IIPOrPAMMHBIM 00€CIIeUeHUEM;

— IMCbMEHHbIE 3aJ[aHMsI BHIITIOJIHAIOTCS Ha KOMIIBIOTEPE CO CIIELUATN3UPOBAHHBIM IIPOTrPAMMHBIM
obecreyeHneM;

—9K3aMEH M 3a4€T MPOBOJATCS B YCTHOW (pOpPME HMIIM BBIMOJHSIOTCS B MUCHBMEHHOW (Qopme Ha
KOMITBIOTEPE.

[Ipu HEOOXOIMMOCTH NpEyCMaTPUBAETCS YBEIMUEHUE BPEMEHH I [TOJTOTOBKH OTBETA.

[Iponienypa npoBeaeHus MPOMEKYTOUHOM aTTecTaluu il 00y4aroLIMXCsl YCTaHABIMBAETCS C
y4€TOM HX HHAMBHUIYAJIBHBIX MCUXOpU3NYECKUX ocobeHHocTell. I[IpomexyrouHas arrecrauus
MOXET IPOBOAUTHCS B HECKOJIBKO 3TAIOB.

[Ipn mnpoBeneHuu NpoLEIypbl OLEHUBAHHUS pE3yJAbTaTOB OOyUEHHUs IpelycMaTpUBacTCs
UCIIOJIb30BaHHE TEXHUUYECKUX CPE/ICTB, HEOOXOAUMBIX B CBSA3U C MHAUBUAYAIbHBIMUA OCOOEHHOCTAMHU
oOyJarommxcsi. OTH CpeACTBa MOTYT OBITh MPEJOCTABICHBl YHUBEPCUTETOM, WM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPEIICTBA.

[TpoBenenue nporenypbl OLIEHUBAHUS PE3YAbTaTOB O0YUYEHHS JOMYCKAETCS C UCIOIb30BaHUEM
JMCTaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst AOCTYN K MHGOPMAMOHHBIM U Oubnuorpaduyeckum pecypcam B cetu Uu-
TEpHET JUId KaXJ0ro odyuatomierocss B popmax, aaanTUPOBAHHBIX K OTPAaHUYEHUSIM HX 3JI0POBbs U
BOCHPUATHS UH(POPMALIUU:

® IS CJIEIIBIX U CIa0OBUIAIINX:

— B I1e4aTHOM (hopMe yBEITMUYEHHBIM HIPUPTOM;
— B (hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— B IIeYaTHOM opme;

— B (popMe AIIEKTPOHHOTO IOKYMEHTA.

e s 00YyYarOIMXCs C HAPYIIEHUSIMU OITOPHO-/IBUTaTENILHOTO anmnapara:
— B Ie4aTHOU opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayAUTOPUU JJIS1 BCEX BUJOB KOHTAKTHOM M CaMOCTOSITENIbHON paboThl, HayyHast Ouo-
JMOTEKa U MUHbIE TTOMEUIeHHs 111 00yueHUsl OCHAILIEHBI CIIeUalbHBIM 000PY0BaHUEM U yU€OHBIMU
MECTaMH C TEXHUYECKUMHU CPEICTBAMH 00y4EHUS:

® IS CHEMNBIX U CIIA00BUAAIINX:

— YCTPOMCTBOM JJI CKaHUpOBaHUs U ureHus ¢ kamepoid SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaitng EmBrailleViewPlus;

® Ui TIYXHX U CIa00CTBIIIAIIHNX:

— aBTOMAaTHU3UPOBAHHBIM Pa0OYMM MECTOM JJISl JIIOJIeH ¢ HapylIeHHUeM CIyXa W cJabocIbliia-
IHX;

— aKyCTUYECKUIN YCUIIUTEINb U KOJIOHKU;
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e Ui 00yYaroIuXcs ¢ HAPYIICHUSIMU ONIOPHO-ABUTaTeIbHOTO armapara:
— IEpEABUKHBIMU, PETYIUPYEMBIMU dproHomudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHelMaIbHBIM IIPOrPaMMHBIM 00€CIICUCHHEM.

9. MeroauyecKkue MaTepuaJibl
9.1. [1;nanbl NPaKTUYECKUX 3aHATUH.

- mpoBepka chopmupoBanHocTH komnereHud YK-2,0I1K-9

Ipakruuyeckoe3ansitue 1 (4 gaca). Ucrtopus xpunrtorpaduu. OCHOBHBIE MOJIOMKEHHUS
kpuntorpaduu- nposepka cghopmuposannocmu komnemenyuti YK-2

Bonpocs! 11t u3ydeHust 1 00CyKICHUS:

Kpunrocunres u kpunroananu3. Kpunrorpaduueckass cucrema (1oacucteMsl MmudpoBaHus,
UICHTU(PUKAIIMYA, UMUATO3ALIUTHI, JIEKTPOHHON moamucu). Kpunrorpaduueckuit nporokon. Kpumn-
TorpaduyecKkuii IPUMHUTHB.

Kpunroananutuk (nmpoTuBHUK). KpunToaHanuTUK akTUBHBINA U TACCUBHBIN.

TeopeTuko-nH(popMaMOHHAs CTOMKOCTh (COBEpLIeHHAas KpunTorpapuyeckasi CTOMKOCTb, 0e3-
YCJIOBHAsI CTOUKOCTb, IEHHOHOBCKAsI CTOMKOCTD). TeOpEeTHKO-CI0KHOCTHASI CTOMKOCTb.

OnektponHas noamnuck. [udp, xiou, [udpposanue/nemudpposanue. [ludprekcr (kpunro-
rpamMMma). Kpunrorpaguueckasi cuctema ¢ CeKpeTHbIM KitouoM. biounast kpunrocucrema. Ilotou-
Has kpunrocucrema. Kpunrorpapuueckas cucrema ¢ OTKpbITHIM KitodoM. Mmuroszamura. Crerano-
rpagwusi.

Posb 1 MecTo kpunTorpadu4ecKux METOJOB B 3alIMTE COBPEMEHHBIX WH(POPMALMOHHBIX CH-
CTEM.

KoHTpoJIbHBIE BOIIPOCHL:

1. OnuiuTe B3aUMOCBA3b KPUNITOTPa(UU U KPUIITOJIOTHH M UX OCHOBHBIX COCTaBJISIOIIUX JIHC-
LATIJIVH.

2. IlpuBenute mnpuMepsl  KpUNTOrpaUUYeCKUX CHCTEM C  CEKPETHBIM  KIHOYOM
U KpUNTOrpaUUECKUX CUCTEM C OTKPBITHIM KIIFOUOM.

3. Onumute TpeOOBaHUS, KOTOPbIE TOJIKHBI OBITh MPEIBABICHBI K KPUNTOrpahuuecKuM cucTe-
MaM.

4. BeinosiHuTe KJIACCU(MKALMIO OCHOBHBIX BHJIOB aTaKk KPHUNTOAHAIMTUKA (TMIPOTUBHHUKA) Ha
KpunTorpauueckue CUCTEMBI.

5. Jaiite onpeneneHust TEOPETUYECKONM U MPAKTUUECKOM CTOMKOCTH KpUNTOrpauuyecKux CH-
CTEM U NOSICHUTE UX pa3Inyusl.

6. B uem omiinume kpunrorpaduu ot creranorpadun? [Ipuseaure npumepsl.

IMpakTnyeckoe3ansitue 2 (8 uyacos). ba3oBble kpunTorpadpuyeckue MeToAbl M CXEMbI
KpunrTorpaguueckoii 3amuThl HHGOPpMaAUMK- nposepka cghopmuposannocmu komnemenyui VK-
2,0I1K-9

Bonpocs! 11t u3ydeHust 1 00CyKIaeHuUs:

1. KpunrocucreMsl ¢ CEKpeTHbIM KJIIOYOM, aTaKd HA KPUITOCUCTEMBI C CEKPETHBIM KIIIOYOM.
Kpunrocuctemsl ¢ OTKPBITHIM KITIOYOM, OTKpPBITOE pacnpeaenenue kinoueit uddu-Xennmana, ata-
KM Ha KPUNITOCUCTEMBI C OTKPBITBIM KI0UOM. DOpManbHOE ONPEEICHUE TEOPETUYECKON U MTPAKTH-
YeCKOI CTOMKOCTH KpUITOTpapUUECKUX CUCTEM.

2. CXeMblI 2JIEKTPOHHOM MOMCH. ATaKH U YTPO3bI U CXEM DIIEKTPOHHON noanucu. [Ipumepsr
cxeM anekTpoHHoU oanucu: RSA, Dnp-I'amans, @uata-lllamupa, [llroppa, TOCT P 34.10-2012.

3. Kpunirorpaduuecku croiikue Xamr-GpyHknud. MeToabl MOWCKa KOJUTH3HH. MeETO bl 3aIIuThI
oT noucka koyum3ui. Xou-pynkmuu P.Puecta u MKKTT X.509.

4. D1eMeHTBl TEOPUH BBIUUCIUTEIBHONW CIOKHOCTH. ONHOCTOpOHHME (PYHKIMHM U (QYHKIMH C
cexkperoM. IlceBnocnyualinble reHepatopsl. MIHTEpaKTUBHBIE CUCTEMBI JOKA3aTEIbCTB U HUHTEPAK-
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TUBHBIE CUCTEMBI JOKAa3aTEJIbCTB C HYJIEBBIM pasriameHueM. CXeMbl ¢ COKPBITHEM CBHUJIETENILCTBA U
C HEPA3JIMYMMBbIMU CBUACTEIbCTBAMM.

5. Cxemsl BepositHOCTHOTO ¢ poBanus. Cxema ["ongsaccep-Mukanm.

6. PazHOBUIHOCTH cXeM 3JIeKTpOHHOU moanucH. CxeMbl KOH(pUACHIHATEHOU moanucH. Cxembl
rpynnosoi noanucu. CxeMbsl MyIbTUIOAIUCH. CXeMBbl 3aTEMHEHHOM noAnuch. Cxemsl MOANINCH IJIs
MHTEJUICKTYaJIbHBIX KapToyeK. CXeMbl MOJMUCH BUIA «OQd-laitH/oH-1aiiHy. (N,t)-MoporoBble CXeMBbI
noanucu. [Ipouenyps! apouTpaxka B cxemax 3J1€KTPOHHOM MOJIHCH.

7. llpuknanueie cxeMbl UHTEpakTUBHOW ayTeHTH(uKanuu. Cxemsl [Inoppa, ®@uara-Ilamupa,
I'niiro-Kuckarepa.

KoHTponbHbIE BONIPOCHL:

1. MaTeMaTH4eCKH ONMMIINTE KPUNTOrpapUIeCKUEe CHCTEMBI C CEKPETHBIM M OTKPBITHIM KITIOYa-
MU, CXEMBI JIEKTPOHHON IOIITUCH.

2. Jlaiite hopMabHBIC ONMPEACICHUS OJHOCTOPOHHEH PYHKIIMK U (YHKITUH C CEKPETOM.

3. Jlaiite (hopmasibHOE OTpeieieHue ICEeBAOCIyYaiiHOMY FeHepaTopy.

4. OnumuTe CBOMCTBA MOJTHOTHL, KOPPEKTHOCTU U HYJIEBOI'O pasriIallieHus sl UHTEPAKTUBHbIX
CUCTEM JI0KA3aTeNbCTB C HYJIEBBIM Pa3IJIAlICHUEM.

5. Ilouemy cxema uHTEepakTUBHOHN ayreHTU(uKauuu IlIHOppa sBiIsieTCsT CXEMOM C COKpPBITHEM
CBUJIETEIILCTBA, 4 HE CUCTEMOM J1I0Ka3aTeIbCTBA C HYJIEBBIM pasrialieHueM?

IpakTuuyeckoe3ansitue 3 (6 yacon). Kpunrorpaduueckne npoToKoIbI- nposepka cihopmiu-
posannocmu komnemenyuii YK-2, OIIK-9

Bomnpocs! 11 nuzyueHust u o0CyxaeHus:

1. OcHOBBI TeOpUN KpUnTOrpapuuecKkux NpoTokonoB. CBOWCTBAa U OCHOBHBIE TAPAMETPhI KPUII-
TOrpau4ecKkux MPOTOKOJIOB.

2. Knaccugukaius OCHOBHBIX BHJIOB aTak Ha KpUNTOrpaprUIecKue MPOTOKOIBI.

3. Ilpotokounbl ayreHTH(QUKanuu. TpeOoBaHus K HpoTokosiaM ayTeHTu¢ukanuu. IlaposnbHas
ayTeHTU(UKaKs (IPOTOKOJIbI ¢ (PUKCUPOBAHHBIMU MAPOJISIMHU, MPOTOKOJIBI C OJJHOPA30BBIMH IMapo-
astmu). IIpoTokosiel THIa «3anpoc — 0TBET» (OTHOCTOPOHHSS ayTeHTH(HKAINs, OCHOBAaHHAsl Ha MET-
K€ BPEMEHHU, OJJHOCTOPOHHSISI ayTeHTU(UKAIMSI C UCIIOJIb30BAHUEM CITyYalHBIX YUCEIl, IPOTOKOJBI C
MCIIOJIb30BAHUEM ACUMMETPHUYHBIX KPUNTOCUCTEM, NMPOTOKOJIBI C HCIOJIB30BAHUEM DJIEKTPOHHOU
noanucu). [Iporokonsl ayTeHTH(PHUKALMU, OCHOBaHHBIE HAa MCIIOJIb30BAaHUM MHTEPAKTHUBHBIX CHCTEM
JI0Ka3aTeNbCTB C HYJIEBBIM pa3rIallicHUEM 3HAHMSL.

4. IIporokoinbl pacnpeneneHust knroueid. Cdepbl NMpuUMEHEHUS MPOTOKOJOB paCIpeeIeHUs
kmouelt. Knaccugukanust npoTokosoB pacnpeaeneHus kitodeid. [IpoTokonbl, OCHOBaHHBIE HA KPHII-
TOCHCTEMAaX C CEKpeTHBIM KitouoM. [IpoTokounbl pacnpeneneHus Kiroueld, OCHOBaHHBIX Ha KPHUITO-
CHUCTEMAX C OTKPBITHIM KJIFOUOM.

5. bankoBckue kpunrorpapuueckre IpoTOKOJbl. DIEKTPOHHbIE MOHETHI U MIEPEBOAUMBIE AJIEK-
TPOHHBIE MOHETBI. DJIEKTPOHHBIH OYMa)KHUK. DIIEKTPOHHBIE IIIATEXKH.

KoHTponbHbIE BONIPOCHI:

1. KakoBbI OCHOBHBIE CBOMCTBA KPUNITOTPAQUUECKOW CUCTEMBI i KPUMTOTPAPUIECKOTO TPOTO-
kousia? YTo Takoe mar, payHj U ceaHc B KpUNTorpaduyeckoM npoTokosie?

2. B 4eM 3aKIIr04aroTCsl CBOMCTBA MOJIHOTHI M KOPPEKTHOCTH MHTEPAKTUBHOIO JJOKA3aTeNIbCTBA?

3. B ueM oTiiMuME€ MHTEPAKTUBHBIX CHCTEM JI0KA3aTEIbCTBA C HYJEBBIM Pa3IJIAllICHUEM 3HAHUSA
OT MHTEPAKTUBHBIX CHCTEM JI0Ka3aTesbcTBa? COXpaHseTcs JIM CBOMCTBO HYJIEBOIO pa3IIIAICHUs IIPU
MIOCJIE0BATENBHOM U MapajlyIeIbHOM BBITIOJIHEHUH TPOTOKOJIOB?

4. Yro nmoHUMaeTCs MOJ KOMIIpoMeTalnueil kpunrorpaguueckoro nporokona? [Ipusenure npu-
MEpBL:

aTaKH 110 U3BECTHBIM KIIFOYaM;

CJIIOBapHOM aTaKH.

5. IlpoBeaure cpaBHEHHE NMPOTOKOJIOB ayTEHTU(UKALMU, OCHOBAaHHBIX HA J0KA3aTEJIbCTBAX C
HyJIEBBIM pasriameHueM 3HaHus (Puata — amupa, ['nitro-Kuckarepa, [lIHoppa), o cnenyromum
napaMeTpaM: BBIYMCIUTENBHON CIOKHOCTH MPOTOKOJA Ul JOKA3bIBAIOLIETO M IPOBEPAIOIIETO, KO-
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JTUYECTBY TepeaBaeMbIX 0aWTOB JaHHBIX, TOTIOJHUTEIHLHOW MaMsITH, HeoOxoaumon P u V. Cnenaii-
T€ BBIBOJ O CPaBHUTEILHOU 3(h(EKTUBHOCTH MPOTOKOJOB. (HeoOxomumple mapaMeTpsl BBIOEPUTE
CaMOCTOSTEIIBHO. )

6. Kak npeoOpa3zoBath nporokon ayrentudukanmu [HIHoppa B cxemy mudpoBoit moanucu?

IIpakTuueckoe 3ansatue 4 (6 yacoB). HopmaTuBHBIE aKThI, perjiaMeHTHPYIOIIHE Jesl-
TeJBHOCTh B 00,1aCTH KpUnTorpaguyeckoi 3amutbl ”HPOPMAIUN- NPOGEPKA CHOPMUPOBAHHO-
cmu komnemenyuii YK-2

Bonpocwt ons uzyuenus u oocyscoenus:

1. ®epepanpubie 3akoHbl PO «O6 nHpOpManuu, HTHPOPMALMOHHBIX TEXHOJIOTHSAX U O 3alllH-
Te uHopmaumn», «O MepcoHaIbHBIX JaHHBIX», «O0 31eKTpoHHON moanucu», «O TEXHUYECKOM pe-
TYJTUPOBAHUI.

2. [TocranoBnenue IlpaButensctBa Poccuiickoit ®eneparuu ot 23 centsops 2002 roma
Ne691 «O06 yTBepKIeHUHU MOJTOKEHUM O JIMIEH3UPOBAHUM OTJIEIBHBIX BUIOB JIEATEIILHOCTH, CBSI3aH-
HBIX ¢ MU(POBATHHBIMH (KPUNITOTPAPUISCKUMHU) CPEICTBAMM.

3. [NomoxkeHne o pa3pabOTKe, MPOU3BOJCTBE, pPEeATH3AIMN U IKCIUTyaTalu MH(POBATBHBIX
(xpuntorpadudeckux) cpeacts 3amuTsl nHGopmanuu ([Tomoxxenue [1K3-2005), yrB. [Ipukazom u-
pexropa @CB Poccun ot 09 despains 2005 roga Ne66.

4. OreuectBennble (kpuntorpaduueckue) ['OCTer: T'OCT 28147-89,'OCT P 34.10-2012
u I'OCT P 34.11-2012, TOCT P 34.12-2015, T'OCT P 34.13-2015.

Buvinonnenue 3a0anus:

B xome mpaktuueckoil pabOTBl UMHUTHPYETCS MPOILECC CePTHPUKANUU M IKCILTyaTalluu
cpenctB kpunrorpaduyeckoir 3amutel uHbopManuu (CK3U), peann3oBaHHBIX B COOTBETCTBUU
c'OCT I'OCT 28147-89,'OCT P 34.10-2012, 'OCT P 34.11-2012, I'OCT P 34.12-2015,
['OCT P 34.13-2015 u paccmarpuBaeTcsl MakeT AOKYMEHTOB, HEOOXOAUMBIN ISl cepTUPHUKAIUN U
skcruryaranuun CK3U u cobcrBenHo ceprudukar coorBerctBusi CK3M HOpMaTHBHBIM TOKYMEHTaM
u/nm TY.

Konumponvuvie gonpocwi:

1. lIpuBeaute ocHoBHBIE NoNI0KEeHU DenepanbHbIx 3akoHOB PO «O06 nndpopmauu, nHPoOp-
MAaIMOHHBIX TEXHOJOTHAX U O 3aumTe HHGopmarmm», «O nepcoHalbHbIX JaHHBIX», «O0 3JIeKTpOH-
HOM moanucu», «O TEXHUYECKOM PETyJIMPOBAHUN» B YaCTHU KPUNITOTpapUUeCcKon 3aluThl HH(OpMa-
UH.

2. OnuuuTe CTPYKTYpy M OCHOBHBIE (DYHKLIHMU YJOCTOBEPSIOIIETO LIEHTPa B COOTBETCTBUU
nonoxeHusMu denepanbHoro 3akoHa «O0 IEKTPOHHON MOAMUCHY.

3. Pacckaxkute 00 OCHOBHBIX THIAaX IEKTPOHHON MOJINUCH, HA3HAYEHUH, CTPYKTYpE U MOJIAX
CepTU(PHUKATOB OTKPBITBIX KIOYEH B COOTBETCTBMM MOJIOKEHUsAIMH DenepanbHOro 3aKoHa
«O0 3IEKTPOHHOM MOITUCH.

4. OnumuTe OCHOBHBIE 3Tambl cepTudukanuu u skcrryatamu CK3U B cooTBeTcTBUUM
¢ monoxxeauem [1K3-2005.

5. OnumuTe ocHOBHBIE MO cepTudukara coorBercTBUsl Ha CK3U, peann3oBaHHbIe B COOT-
BETCTBUU I'OCT 28147-89,'OCT P 34.10-2012, TOCT P 34.11-2012, I'OCT P 34.12-2015,
['OCT P 34.13-2015.

IpakTnyeckoe 3ansTue 5 (8 yacon). CpeacTBa m yCJIyra B 00JacTH Kpunrorpaduye-
CKOii 3a1UTHI HHPOPMAINH, NPEACTABIEHHbIE HA 0T€YEeCTBEHHOM PbIHKE- NposepKa chopmu-
posannocmu komnemenyuu YK-2, OI1K-9

Bonpocwet ona uzyuenus u oocyscoenust:

1. Poccuiickue opraHu3aiyy, OCYIIECTBISIONINE AEATENbHOCTh B 00JacTH KpunTorpaguye-
CKOMH 3alIMThl HHPOPMAIIUH.

2. Jluneiika npoaykros «Kpunrollpoy», nuHelika npoaykToB «SecretDisk», «TrueCrypt»
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3. 3amumieHHbIi a0OHEHTCKUN MYHKT CUCTeMBbl «ATimac» (u3genue M-468P). Permenus
OI'VIT «HTII «ATtnac» 1o co3gaHuIo 3aIMIIeHHBIX (10 Kiacca AK3) aBToMaTn3npoBaHHBIX CHCTEM
Ha mardopme MalkpocodT.

4. CK3U1 «Kpunro B/I».

5. Jlpyrue npoAyKThl U YCIYTHU B 00JIACTH KPUIITOrpapuuecKon 3aluThl HHOpMaIUH.

Bvinonnenue 3a0anusi:

B xome mpakThueckod pabOTBI OCYIIECTBISETCS MoJiydeHHe aeMo-auctpudyruBa CK3U
c caiita xommanuii «Kpunrollpo», BBIONHEHHE YCTAaHOBKM M pealM3alHs OCHOBHBIX (YHKIMN
CK3U.

Konmponvhuvie 6onpocwi:
1. HazoBute ocHoBHbIe ¢yHKuuu cymectByomux CK3U, npeacraBieHHBIX HA OTEYECTBEH-
HOM DbIHKE NPOJYKLIUHU U YCIYT B 00J1aCTH KpUNTOrpaduyeckoi 3amuThl MHPOPMALIUH.
2. Kakue Qynkiun 6e30macHOCTH peanu3yrores cymectByromumu CK3U:
e oOecrnieueHHe KOH(PUIECHIIMATBLHOCTH;
e o0ecrneueHHE IICIIOCTHOCTH;
e ayreHTH(HKANHUI HHPOPMALIUY;
e ayTeHTH(UKANKA NOIH30BATEIICH.
3. Haiitu B cetu Untepner CK3U, He mpencraBieHHble B BhiieykazanHoM cnucke CK3U,
OIKCaTh €ro Ha3HAYEHHE U OCHOBHBIE (DYHKIIMH.
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Ipunoowcenue 1. Aunomayus
paboueti npoepammuvl OUCYUNTUHDBL

AHHOTAIIUS PABOYEH ITPOTPAMMBI JIUCHUTLIAHBI

Huctumumaa «  MeTtogel  u cpenctBa  KpunTorpaduueckoit  3amuThl  mHGOpMAa-
nuu»peanusyercsta gaxkyiabrere MH(pOpMaMOHHBIX cUCTEM U 0e30nacHOCTH Kadeapoid KOMILIEeKC-
HOU 3aIlIUTHl UHPOPMALIUH.

[lenp MUCHMIIMHBL MOJYYEHHE OCHOBHBIX 3HAHUN 00 MCIIOJIb30BAaHMM KPUIITOrpaduyecKux
METOMOB JUIsl 3alIMThl MH(POPMALMU TPH €€ XpaHeHWH, 00paboTKe M AMCTAHIMOHHON Iepenayue
3JIEKTPOHHBIX JTAaHHBIX.

3amaun: OBNAJICHUE CTYACHTAMH OCHOBHBIMU KPHITOTPA(pUUECKHUMH MOHATUSMHU, YMEHHE CTY-
JICHTaMU: pelaTh TUIIOBbIE KPUNTOrpaduueckue 3a1a4u, BOCTpeOOBaHHbIE IPAKTUKOI; paboTaTh cO
CHEUHATbHON KpUNITOrpauvuecKoil JIMTEpaTypoil MU HOPMATUBHBIMU JOKYMEHTAaMH; HCIIOJIb30BATh
HOJIy4YEeHHBIE 3HAHUS JUISl pELICHUs IPUKIIAJAHBIX 33/1a4 COBPEMEHHOM KpuITorpaduu.

JucuuruiiHa HarpaBieHa Ha pOPMUPOBAHUE CIETYIOIIUX KOMITCTEHIIHIA:

e YK-2 — CnocobeH onpeensTh Kpyr 3a/lady B paMKax [OCTaBJIEHHOMN LeJIM U BHIOWPATh ONTH-
MaJIbHBIE CIIOCOOBI X pEIIeHUs, UCXO U3 ICHCTBYIOIIUX IMPABOBBIX HOPM, UMEIOIIUXCS
PECYpCOB U OTpaHUYEHUIN

¢ OIIK-9 — Cnoco0eH mpUMEHSTh CpeACcTBa KpUNTOrpadhUIeCKOr U TEXHUIECKOW 3aIIUThI HH-
dbopmanmu ass penieHus 3a1a4 npohecCHOHATBHON AEATEIbHOCTH

B pesynbpraTe OCBOGHHS AUCLMILIMHBI OOYYAIOLIUICS JTOJKEH JEMOHCTPUPOBATH CIEAYIOLINE
pe3ynbTaThl 00pa30BaHUS:

3HaTh:

MaTeMaTUYeCKUe MOJIEIN KOJUPOBAHUS CUCTEM HH(OpMAalMK; HOPMATUBHO-TIPABOBbIE TPebOO-
BaHMs B oOsiactu pa3pabotku u npumeHeHusi CK3W; ocHOBHBIE MOJIeTH, METOBI U CPEJICTBA KPHII-
Torpaduueckor 3auuThl THHOPMAIUH;

YMers:

peliaTh TUMOBBIE KpUNTOrpaduyecKkue 3aaaun 3amuThl HHYOpMAIK; TIPUMEHITh HH(OpMAIIU-
OHHbIE TEXHOJIOTUH JJIsl TOUCKa U 00pabOoTKN MHPOPMAIUH.

Bnaners:

HaBbIKaMU NOMCKa HYKHOW MH(OpMalMi B HOPMAaTUBHBIX 0a3aX U HMCTOYHUKAX; HABBIKAMU HC-
NOJIb30BaHUs MOJIOkeHUH cTanaapToB B o0nactu CK3U npu pa3paboTke, HACTpoOilke M dKCIUTyaTa-
117071

[To nucnumuiHe IpeycMOTPEHa MPOMEXKYTOUHas aTTecTalus B popMe 3a4era.
OO011ast TPYA0EMKOCTh OCBOCHHUS AUCLUILUIMHBI COCTABIISET 3 3a4ETHBIE €IUMHUIIBI.



